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Preface

About This Manual

The IAM2.1 User Manual includes the following chapters:

Chapter

Descri beé

Chapter 1AM
Installation

The product appearance, function features and perform
parameters ofAM gateway deviceandwiring and cautions before
installation.

Chapter ZZonsole

How touse theconsole andhe generabperationon the console.

Chapter Bystem How to configure the devicerelated options including status

Status displays, license, gateway modeetwork interface, muhnode
synchronization, WEBUI, system date and time, backup/res
reboot, maintenance and update.

Chapter 40bject Somerelated objects ofAM gatewayand configurationof each of

them including the internal application/intelligent identification rul
userdefinedidentificationrules, URL group, IP group, servicéme
schedule, white list group, keyword group, file type group, ing
rule, and SSL certificate.

Chapter F-irewall

How to configure the firewall rulesf the IAM gateway, as well as
the SNAT (source network address translationle and DNAT
(destination network address translationi.

Chapter BVAN How to configure WAN optimization module to achieve WAN

Optimization optimization (acceleration).

Chapter 1AM How to configure the access control policies, authentication me
organizatiorstructure, etc., of the IAM gateway.

Chapter 8andwidth | How to view the bandwidth related informatjceind configure the

Management bandwidth channelpolicy as well as bandwidth rule for line ar
virtual line.

Chapter Delayed How to configurethe email audit policjor some specified emails.

Email Audit

Chapter 10nternet
Access Audit

The internet access audliformation, including viewing the interng
accessstatistis in real time, logmaintenanceand Data Cente

settings, etc.
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Chapter 11 The function and use of the system logs, policy troubleshooting
Logs/Troubleshooting | packet capture module.

Chapter 122Advanced | How to configurethe systemaelated settings, such as alarm, prg
server, web tracking and page customization.

Chapter 13Becuriy How to configure some extension functions and securgiated
modules provided by the SANGFOR IAM gateway, such as gate
antivirus, intrusion prevention system (IPS), VPN settings, IR
connection, andomeothercommon and advanced settings.

Chapter 1DHCP The function, use and configuration the DHCP service.

Chapter 18Vizard Where the configuration starfeom and how to configure the IAN
gateway step by step.

Document Conventions

Graphic Interface Conventions

This manual uses the following typographical conventions for special terms and instructions

Convention Meaning Example
boldface Keywords or| The user name and passd are Admin by
highlighted items default.
italics Enter the following address in tH& address

Directories, URLs
bar: http://10.254.254.254:1000

[ Page titles, names of| Select [System] > [Webll] to open the Web Ul
parameters menus, page, and then configure the [Webpe
andsubmenus Timeout].

<> Names of bttons or

links on the web| Click <Update> to save the settings.
interface or keypress

> Multilevel menus and Go to [Systenj > [Network Interfacé to
submens configurethe network interfaces.
i o The browser may pop up the promphstall

Prompts popped up ActiveX control

1C


http://10.254.254.254:1000/
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Symbol Conventions

This manual also adopts tf@lowing symbols to indicate the parts which need special attention to
be paid during the operation

Convention Meaning Description
& Caution Indicates actions that could cause setting error,dbdataor
damageo the device
& Warning Indicates actions that could cause injury to human body.
\ Note Indicates helpful suggestiar supplementary formation.

Technical Support

For technical support, use the following methods:

Go to our official websitehttp://www.sangfor.com

Go to our technical support forumttp://www.sangfor.com/cn/forum

Call 8038306430 (fixedline phone) or 40830-6430 (mobile or fixedine phone)

> > >

Email us atsupport@sangfor.com.cn

Acknowledgements

Thanks for using our product and user manuélydu have any suggestion about our product or
user manual, pleaggovidefeedackto usthroughphoneor email. Your suggestion will be much

appreciated.
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Chapter 1 1AM Installation

This chaptemainly describes thappearance of SANGFOR |IAM serieardwaregatewaydevice

andtheinstallation After correct installation, you can configure and debug the system

1.1. Environment Requirement

The SANGFORAM device requires the following working environment:
A Input voltage: 110230V

A Temperature:10-50N

A Humidity: 5%-90%

To ensure longerm and stblerunning of system, the power supply should be properly grounded,
dustproof measures taken, working environment well ventilated and indoor temperature kept
stable. This produatonformsto the requirements on environment protection, and the placement,

usage and discard of the product should comply with relevant national law and regulation.

1.2.Power

The SANGFORIAM series device uses 110230V alternating currer(AC) as its power supply.

Makesureit is well-grounded beforbeingprovidedwith power supply

1.3.Product Appearance

S  SANGFOR
p

SANGFOR IAM hardware gateway device

Above isa SANGFORIAM hardware gateway device. The interfacesndicatorson the front
panel from left to right are describedpestively as follows

CONSOLEInterface Interface used for highvailability function(redundant system)

USB Interface: Standard USB port connecting to theripheraldevice

LAN Interface Network interface, to be defined as LAN interface

DMZ Interface Network interface, to be defined B81Z interface

12



SANGFOR IAM v2.1 User Manua

WAN1 Interface Network interface, to be defined WAN1, LAN, or DMZ interface
WAN?2 Interface Network interface, to be defined WAN2, LAN, or DMZ interface
POWER Power indicatoof IAM gateway device

ALARM: Alarm indicator o AM gateway devicéit keeps on for one minute

while the device is starting up

?
A Normally, theALARM indicator keeps on lighting (in red) when the device is starting and
goes out in about oner dwo minutes, indicating successful startup of the device. After
startup, theALARM indicator mayflash, which means the device is writing logs; however,

if the ALARM indicator stays lighted for a long time and does not go out, please shut down

the deviceandabout5 minuteslater restartthe device once agaiff this situation remains

afterrestart, please contact our Customer Service to confirm whether the device is damaged.

4 TheCONSOLE interface is only for debugging ligchnicias. The end usersonrect to the

device via the network interfaces.

1.4. Configuration and Management

Before configuring the device, please prepare a computer and make sure the web browser (for
example, Internet Explorer browser) the computer can be used normally. Then connext th
computerto the IAM gatewaydevice (in a same local area netwdrnd configure thdAM

gatewayonthe computer over the establishestwork.

1.5.Wiring Method of Standalone

Connect the power cable to tRewer interface on the rear panel of theM gatewaydevice and
switch on the powesupply The POWER indicator (in green) andLARM indicator (in red) on
the front panel will be lighted. ThALARM indicator will go out one or two minutdater,

indicating the device runs normally.
Follow theinstructiondbdow to wire the interfaces:

Use standard R45 Ethernet cable to connect the LAN interface tddbal area networknd then

configure the IAMgatewaydevice.

Use standard Rd5 Ethernet cable to connect the WANL1 interface with the networking device,
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suchas router, optical fiber transceiver, ADSL Modem, etc.

Use standard Rd5 Ethernet cable to connect DMZ interface to the DMZ zone network. Generally,
the Web server and Mail server providing servicesitte area networkW/AN) are placed at the

DMZ zone.The IAM device provides secure protection for these servers.

?
A Multi-line function ofthe IAM gateway deviceallows multiple Internet lines to be connected

in. You can connect the secolmternetaccessleviceto theWAN2 interface

»  When IAM gatewaydeviceruns normally, theeOWER indicator (in green)will keep on
lighting, and theaVAN LINK andLAN LINK indicators(in orange)will keep on lighting.
The ACT indicatos (in green)will flicker if there is data flow. ThRALARM indicator will
be lighted only forabout one minute due to system loading when the device is starting and
then go out, indicating successful startup of the device. KtWeRM indicator stays lighted
during startup, please switch off the power and restart the device. If it still kedigphtog

and does not go oytlease contact us.

a  Please use straigttirough cable to conneatWAN interface with the Modem, and crossover
cable to connead WAN interface with the router. Use straightough cable to connetlte
LAN interface with the witch, and crossover cable to connémt LAN interface on the
device with the network interface on the computer. If connections cannot be established
while the corresponding indicator functions normally, please check whether the cables are
correctly usedor connections. The differences between strailgidugh cable and crossover

cable are the wire sequences at both ends are different, asialtbemext figure.
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1. Wire Sequence of Straight-through Cable

blue hite Bl . blue __white blue
white green ._gréeﬁ He white green—. — ZFEEN
orange — | /I." white brown . orange 1.'1-.5 / ~white brown
white orange 44010 |'rI brown white orange ™} { I brown

RJ-45% Crvstal Head

| gl

-
h\'ﬁi——i

2. Wire Sequence of Crossover Cable

blue white blue blue —white blue

white sreen— — ZYeen white orange —orange
orange x\ ,u']r white hrown . green—— /I."r white browm
white orange 344 00 Throwm white green 43440 L0 Thrown

RJ-45 Crvstal Head

—] ]

|
h\%—__ﬁ T,

Wire Sequences of Straighthrough Cable and Crossover Cable
1.6. Wiring Method of Redundant System

If two SANGFOR IAM gateway devices are deployed to work in high availability mode (HA), the

wiring to the external network and internal network should shagnin the following figure

/
A .
@//ﬂ/// External Lines

WAN1

|C© - T |
LAN | CONSOLE

N
Internal Lines

Use standard Rd5 Ethernet cabldo connect the WANL1 interées of the two IAM gateway

WAN1

|C© - T |
LAN | CONSOLE

devices to a same switch (if mdlithe function is applied, the wiring is the same while the WAN

interfaces of the two gateway devices should éssuredto be connected to a same external line);
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then usea standard RJ5 Etherné cableto connect the IAM gateway device to otimetworking

devicesuch as router, fiber optical transceiver or ADSL Modem, etc.

Use the Consoleable(among the accessories) to connect the serial ports of the two IAM gateway
devicegthrough theCONSOLE interface)

Use RJ5 Ethernet cabléo connect the LAN interfaces of the two IAM gateway devitea
same switchandthen connect the switch to the local area network switch with standa48 RJ

wire, connecting ito the local area network (LAN).

Having compleedwiring, you have teswitch on the power of the two IAM gateway devices and
then configure them. Device configuratiohthe HA system is the same with that of a single IAM
gateway device; you need only configure one of the IAM gateway devidetha other IAM

gateway device will synchronize and copy the settings automatically.
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Chapter 2 Console

2.1.Web Ul Login

IAM seriesgatewaydevices support secure HTTRSgin, at standard HTTPS port. The login URL
address ishttps//10.251.251.251

L

v
Log in throudh HTTPSto theWEB user interfacé WEB Ul) to manage the IAM gateway

device, the potential risks caused by interceptions during transmission can be avoided.

Having connected all the wiregou can go on t@onfigure the SANGFOR IAM gateway device

through the WEB UI. Detailed procedures are as descirbihe followingchapters.

Configurea valid IP address for the IAM gateway device. The IP address is of the 10.251.251.X
network segment (such as 10.251.251.100). Tyaathe default login IRRddressaind paot of the
IAM device inthe IE browserhttps://10.251.251.25%nd the following popup warningdialog

appears:

Security Alert E|

rir'il | nformation you exchange with thiz site cannot be viewed or
? changed by otherz. Howeser, there is a problem with the zite's
gecurnty certificate.

& The securnty cerificate was izzued by a company you have
not chazen o trust. Yiew the certificate to determine whether
yoL wank ko trust the certifying authority.

0 The securty cerificate date iz walid.

&, The name on the zecurty certificate iz invalid or does naot
match the narne of the site

Do you want to proceed?

Yes ] [ Mo l [‘-.-’iew Certificate

Click the <res>button and the following logimterface appears:



https://10.251.251.251/
https://10.251.251.251为/
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Before login, you may be required to install theqgop Act i v e X (Thsnsiternoght. Click
require the following ActiveX controtsangfor dcweifrom Sangfor Technology Co., LadClick

here to insta@# 0 > finstall ActiveX Controé 0 and then follov the instructions to finish

installation. If there is no prompf installing the ActiveX control, click the <Download ActiveX>

link to manually download the ActiveX control, and follow the instructions to finish installation.

Enterthe user name and passrd; clickthe <_ogin> buttonor press <Enter> key to log in to the

console of IAM gateway device. The user name and passwoAtiania by default

If you want to view the version information, click the link <View Version>.

2.2.1AM Gateway Configuration

Logging in successfully you will face the following function module@eft tree) [System],
[Object], [Firewall], [IAM], [Bandwidth Management], [Delayed Email Audit], [Internet Access
Audit], [Logs/Troubleshooting], [Security], [DHCP], [Wizard], etc.

In case there is a <OK>or <Finish> buttonon a configuration page, click it after
altering/configuringhe parameters teave orapply thesettings This will not be illustrated again

in the subsequent parts in thisermanual.

If you are toswitch networkinterface (LAN interface and WANype interface) on the [Network
Interface]page, the network connection will be interrupted and system requires rebooting the 1AM

system and Hogin.

All the configuration pages have a <Help> link at the upper right corrtelfdfis wanted, click it

to view thebrief description of the item.
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Chapter 3 System Status

[System]covers the running status of the IAM gateway device. Detailed sections are [Running
Status], [Security Status], [License], [Gateway Mode], [Network Interface], e[Diate],
[Administrators], [WEB Ul], [Backup/Restore], [Reboot], [Auto UpdatfRoute], [Generate

Certificate], etc.

3.1.Running Status

[Running Statusprovides the reaime status of the IAM gateway device, including [CPU usage],
[Disk Usage], Bessionk [WAN IP], [Flow Status], as well ad/few Connection Rankirg[View

Flow Ranking], [View Connection Monitoringind [View Online Users].

>=>Running Status

| System Information

CPU Usage:1% Disk Usage:1%
Sessions: 47 gy Connection Ranking
VAN IP; 200.200.76.205 WA IP:
AN IP: AN [P
| Flow Status
Sent:3KB/s Received: 2HBis
(KB/5) Osent [ Received
6.0
6.0 Flovwe Unit:
4.0 © Byters
w0 O bitss
o —/WJ\/_‘“MA_Jt\—/\
0.0 240 210 180 150 120 50 60 30 0 (zec)

Wigy Flowy g Connection Wigsy online

| ® cumsrt O Last2ahows O Last7 days Ranking Wonoring Al

| Bandwicth Lisage Ranking:

Top applications

[ S R

[Notd: Displays various alarm, prompt information, etc.

[Flow Status]: Displays the received and sent data throlgtselectechetwork interface card

(NIC) interface, etc.

<View Connection Ranking>: Click this link to view the ranking informatmithe active
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connedbns of the IAM gateway devicand the detailed connection information of an IP address.

For detailedintroduction, please refer to Section 10.Cdhnection Ranking

[View Flow Ranking]: Click this link to view the uplink and downlink flow information of the top
10 rankingsthe IP group to which this IRddressbelongs,traffic amount of the uplink and
downlink and ofspecific application. Click<Obtain>below the hosthamendyou can gettte
device name corresponding to thisdédressFor detailed configuration, please refer to Section

10.1.1Flow Ranking

[View ConnectionMonitoring]: Click this link to view the connectionformation. Enter an IP
addresand clickthe <Search> button, and you can get the current connection information of this

IP address. For detailed configuration, please refSettion 10.1.&onnection Monitoring

[View Online User]: Click this button to view the online ysgwerified by IAM gateway device
the login time and online duration of this user. The online user(s) can be forced to <LogrOut>

<Block For> some time. For details, please refer to Sectio@iilihe User

3.2.Security Status

[Security StatusHisplays the network security information and statistics of the IAM gateway
device, including Statstics Timg, [Virus Email$, [Virus Filed, [Alarmg (including D&/ARP
attacks)[Port Scanning Timés[Outgoing Email Anomaligs[Flow Anomalie$ (at standard port)

and[Protocol Anomalies The related page is as shown below:

‘E Sangfor 1AM 2.1

Security Status
User:admin Logout
Statistics Time: 2010520 05:39:29
- Bystem

bunning Status . }

“irus Emails: 1]
Security Status
Licenss ‘it Files: 0
Gateway Mode
Hetwork Interface Alarms (including DoS/ARP attacks): i]
Malti-Node Sync
Date/Time Part Scanning Times: a
Administrators
Web UT Qutgoing Email Anomalies: 0
Backup /Restore
Teboot Flowy Anomalies (st standard port); u]
Maintenance

Protocal Anomalies: 1]
Auto Update

+ Route

GCenerate Certificate

2C
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3.3.License

[License] includes[Gateway Anvirus licensé, [Application Ident/URL Library Licendeand
[Multi-Functior] authentic#ion, etc. It limits the numbesf connections from external netvks,

of Branch VPNandMobile VPN. A different license supports a certain number of lines and VPN
licenses. [Cros$SP License], [Gateway Antivirus License], [Application Ident/URL Library

License]and [Multi-function] are optional.

E Sangfor 1AM 2.1

]

>>License
User: admin Logot
Mumber of Lines: 2
4 System

BTG BEEIhs Mumber of Branch YPNs: 0
Security Status

Mumber of bokile WPhs: 100
EacSiegiio s Gatewsy ID: FASBSEOC
Network Interface
Multi-Node Syne License: 2FBEKFYKRCHARIDD | Modify
Date/Time
Administrators Cross-ISP License: Mocdify

evvay Antivirus License: BIMSZLJ4LWPHKRA | Modif
Backup/Restore i
Rehoot Application Ident/JRL Library L "
] easde GABTINOTTOMNSCIYE | Madify
Maintenance
Auto Update Multi-Function: | Activate Mutti-Function |
[ Route
Eorereen Coredfdammn Enabled Functions: Spam Fiter, IPS, YPH Settings, Application Sudit, Outaning File Alartn, Risk Behavior ldent, War
) Optimization, Keyword Fiter, Email Fitter, &Application Conternt Audit, Ingress System.

High Awvailability

[ Object

[* Firewall

[CrossISP License]: You can activatesb as tde able to establish VPN crossing ISPs.

[Gateway Antivirus License]: Yowan activate it to update the virus library of the antwiru

module.

[Application Ident/URL Library License]: You can activate it to update the expiry time of the

application identification library and URL identification library

[Multi -Function]: Click the<Activate Multi-Function>buttonfollowed; enter the serial numher
andthenclick the <OK> button to activatéhis function. Multifunction includeghe following
functions:Spam Filter, IPSIttrusionPreventionSystem) VPN Settings Application Audit Data
Center DKEY SearchOutgoing File AlarmRisk Behavior Identificatiomnd SSL Identification

[Enabled Functiofjdndicates this device has activated likted functiors.
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3.4. Gateway Mode

[GatewayMode]: Configures the working mode of the IAM gatewayide. Fourworking modes
are selectable, nameljRoute Modég, [Bridge Modé¢, [Bypass Modg and[Singlearm Mod§.

The default configuration page of [Gateway Moeds shown below:

E Sangfor 1AM 2.1

Gateway Mode

User:admin Logout

| Foute Mode - Route Mode Settings

4 Bystem
Durmni Stat
=g awus Gateway Modde: Route mode
Security Status
License
IP Address: 100.100.100.100

LAM Interface Settings:

Hetwork Interface Subnet Mask: 2552552520
Multi-Node Sync
Date/Time Line Type: Ethernet
Adninistrators DHCP: Dizahle
Webh UI
IP address: 20020076210
Backup /Lestore
B VAN Interface Settings: Subnet mask: 239.255.2520
ehoot
Maintenance Primary DS 2029612565
Auto Update Secondary DS 20296154 133
b EEEse Default gateway: 200.200.79.254
Generate Certificate
High Availability
X Rule Mame: Procey LAM interface Internet access
[ Object
I Firemwall Egress Interface: LR Y]
- . MAT Settings:
I WAN Optimization Proxy Metwork Segment:  100.100.100.0/255 255 2520
[ Tam
. Translate Source IP To: Use interface address
[ Bandwidth Management
[ Delayed Email Audit
[ Imternet Access Audit

The currentgateway mode and interface information are seen, belowhwkia <Cofigure>

button.

Click the <Configure> button to get into the next page and selegdtevay mode to be switched

to.

Click the Next> button and finish thestrequired configuration options.

3.4.1.Route Mode

[Route Mode]takes the IAM gateway dewdcas a route device. The IAM gateway devis
generally located at the exit of the LAN gateway, proxying the LAN users to get access to the
Internet; or theAM gateway device is located below the router which thenigstixe LAN users

to get access thi¢ Internet.
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The deployment iasshown in the following figure:

Front-end Device
Static IP Danymic Dial-up &/ , W/
MODEM Q

K e
Switch Switch %s‘xm

@i@i@} 88 8L

Under Route mode, thaefaultgateway ofall the LAN servers are directing to theAN interface

IP of IAM gateway device, or to the layer 3 switshich then direct to IAM gateway device.
The requests for Internet access are forwarded through the NAT fuoctioa raiting function

of the IAM gateway device

v
4»  LAN interface and WAN interface should be configured with an IP address respectively that

is of different network segments.

4 IFWAN 2 interface (on the front panel of the IAM gateway device) is not used, you can define

WAN?2 interface as a LAN2 or DMZ2.

a If the LAN interface of the IAMgatewaydevice is configured witB02.1QVLAN address
theLAN can connect to thERUNK interface of tie layer 2 switch that supports VLANNd
the IAM gateway device cdiorward databetween different VLAN(with singlarmed route),
besides, you caoonfigure[LAN<->LAN] firewall rules.In other words, the access among
different VLAN ID (VID) can also be caotrolled if the LAN interface is configured with
802.1QVLAN address.

The [Route Mode Settinggfeasshownin the figure below:
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Z = SANGFOR

-
S sangfor 1AM 2.1

User:admin Logout

4 Svstem
Dunni =
S lSS Gatewvay Mode: Rioute maode
Security Status
License
IP Acddress: 100.100.100.100
LA Interface Settings:
Network Interface Subnet Mask: 2552552520
Multi-Mode Sync
Date/Tine Line Type: Ethernet
Administrators DHCP: Dizable
Web TI
IP address: 200.200.76.210
Backup/Restore
WA Interface Settings: Subnet mask: 2552552520
Reboot
Maintenance Primary DMS: 202 96.128 65
Auto Update Secondary DMS: 20296134 135
b BewiEe Detault gatewsy: 200.200.79 254
Generate Certificate
High Availability
. Fule Mame: Proxy LAM interface Internet access
[ Ohjeect
I Firewall Egress Interface: WA
L i MAT Seftings:
I UWAN Optimizatien Proxy Network Segment:  100.100.100.0/255.255 2520
[ TAM
. Translate Source [P To: Use irterface address
[ Bandwidth Management
[ Delayed Email Audit
[ Internet Access Audit

3.4.2.Bridge Mode

Bridgemodedeploymentakes the IAM gateway device as a network cable with filtering function.
This mode is usally applied where the original topology of the network is inconvenient to be

altered.

The IAM gateway device locates between the original gateway and theus@id no change to
be made on the original gateway and the Lég¢rs It seems the original ¢ggway and the LAN
server cannot feel the existence of the | AM devi

for the original gateway and the LAMers

Bridgemodedeploymentfeatures traversing the data of the data link layer, absolutely transparent
to the users. Generally, if the IAM gateway is deployed as that shown in the following figure,

Bridgemodeis recommended.
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_—~"

Front-end Device
Router or Firewall

=

Layer 2/3 Switch

S

Theconfigurationpage is as shown below:

& > SANGFOR

-

User:admin Logout

4 System

- = T =

-

Sangfor 1AM 2.1

Punning Status

Security Status

License

Network Interface
Multi-Hode Simnc
Date/Tine
Administrators
Web UL
Eackup/Restore
Leboot
Maintenance

Auto Update

Loute

Generate Certificate

High Awailability

Ohject

Firewall

WAN Optimization
Ian

Bridge Mame:

Briclge IP List:

Default Gatenvway:

Primary DS

Secondary DMNS:

MAMNAGE Interface Setting
5 (DMZ Interface):

WLAN Settings:

Bridging Direction:

$O

Bricge 1

200.200.20.172/255.255.252.0
200.200.70.254
0000
oo0.0o

10252 252 2520235 255 2550

Disakle D wiesw WYLAM list - display format: YLAM IDIP addressizubnet mask

L AR ==

3.4.2.1.Bridge Mode: Multiple -Interface

Through bridginghe interfaces othe IAM gatewaydevice, we carestablish mulple interface

for abridgeso ago creat an environment supporting dual routes or dual lines ofi¢twork.
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Environmentexampledor Bridgemode deployment

Environment 1: S1 connecte two external lines R1 and RanIAM gateway device (under

bridge mode)s thendeployedto bridge R1 and R2 with S1

5

=)

=

R / R2
WAN1I WAN2

LAN
C

S1

Environment 2: In order to enhance the stability of the network and reduce rsinigiefailure,
both the kernel switch aritierouter of local area network are in redundaftyen we deploy two

IAM gatewaydevices into the networkings ahown in the following figure

Al Rl
Al
Al B2

a1 S2

The configuration page of [Bridddode- Bridge Mode Settingsk as showrelow:
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‘E Sangfor 1AM 2.1

User:admin Logout

4 Systen Briclge Mocle: @ Muttiirterface O Muti-Bridge
Punning Status
Security Status LAM Zone Inter face List ldlle: Interface List
Licens= LAN ==l DMZ
Gateway Mode VAR
AN
Network Interface
Select Interface:
Multi-Node Sync
DatesTime {To Be Briciged) Wan Fone Interface List
Administrators VAN == ==
Backup/Destore
Ieboot
Maintenance
5 — Direction That Allows Data Tr Direction That Dizallows Data
ute Hpdate anzfer Transfer
D DeEea LAN==AAN
Generate Certificate
High Availability
I Object Bridging Direction:
[ Firewall
[ WAN Optimization
[ IaM
[ Bandwidth Management
[ Delayed Email Audit
I Internet Access Audit
" Logs/Troubleshooting E Mext

[Gateway Mode]: Options are [Multhterface]and [Multi-Bridge].

[Select Inerface]: Only available for [MuHinterface].

[LAN Zone Interface List]: The selected interfag#l connecto local area network.
[WAN Zone Interface List]: The selected interfagil connecto the outgoing device(s).

[Bridge Direction]: Defines thalirection the datdorwarded from andeing forwarded to. In
association with the settings of the firewailes this item can allow or dengata transmissioaf

certaindirection

w b

v
Differences between Multnterface and MuliBridge: Multi-Interface initates one bridge

has several interfacesnd thel AM gatewaydevice maintainenly oneMAC address table; while
Multi-Bridge regards that inside the IAM gateway device there are two independens,emlge
individual bridge maintaining its own MAC addeetableand the data of the two bridges cannot

be forwarded to each other.
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3.4.2.2.Bridge Mode: Multi -Bridge

Environmentfor Bridge mode Multibridge

In order to enhance the stability of the network and reduce giagle failure, both the kernel
switch andhe router of local area network are in redundamnth R1 and R2 use VRRP protocol.
When the host is down, the alternate device enables the virtual IP asdbvakdhe network.
Then we deploy the IAM device in MulBridge Mode, datdransmissiordirections are AA C,
BA D (corresponding to those in the Bridge list).

Detailed deployment is as shown in the following figure:

R1 R2+

o Ce

Theconfigurationpage is as shown below:
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4 SANGFOR
\! Sangfor 1AM 2.1

>Gateway Mode

Uszer:admin Lagout
| Bridae Made - Multi-Interface and Mutti-Bridoe Settinos

Punning Status
Biclge Mode: N i}
Security Status ) O MuttiIrterface (&) Mutt Bricige
License
(® pisable O Enable

Gatewvay Model

Muti-Bridge Link Sync:
Network Interface RUHETE B2 L S Link Sync means that when one interface of the bridge switches from the status of Disable to Enable, or Enable to

Multi-Tode Sync Disable, the other irterface will automatically switch to the corresponding status, realizing status synchronization.

Date/Tine

Aduministrators Bridge List Select LAN Zone Interface Select WaN Fone Interface
b UT LAN=-=AAN [omz v| oMz v
Backup/Restore

Reboot . vy
Maintenance Bridge List: _

Auto Update

-

Route

Generate Certificate

High Availability

[ Object

b Firewall Mext

[ WAN Mwtdimi matdnm

[Select LAN Zone Interface]: Select a LAN interface.
[Select WAN Zone Interface]: SelecW#AN interface.
[Bridge List]: Defines the direction the daeeforwarded to.

Click the €Next> button to get into the next page to configure the bridge, as siedowm

= sangfor 1AM 2.1

Uszer:admin Logout

4 System

Punning Status

Briciging Direction L&M=-= AN

Security Status

Licensze Format: One P address per rove. Use slash (7 to separate IP address and subnet mask, e.q. 200.200.20172/25
5.255.255.0

Network Interface E00.200. 20 172255 _FZEE. ZEZ. O
Multi-Node Sync

Date/Time Bricige IP List:
Administrators

Web TI
Backup /Bestore

Eeboot Peddress: [ |subretmask[ | add ClearList
Maintenance
Default Gateway: 200.200.70.254
Doute
Generate Certificate
no

Zuto Update

-

I

High Availability
[ Object

[ WAN Optimization

[ LM

[Bridge Diredion]: Indicates the directioaf datatransmission

[Bridge IP List]:Based on [Bridgig Direction], configures the IP interface of the LAN interface.

As to different bridging directions, the Bridge IP can be of a same network segment.
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[Default Gateway]: Direts to the next hop interface tfthe bridge.

A

direction. [Default gatewaygonfigures the default route of each briddeat isdirecting tothe

Under MultiBridge mode, you have to configure [Default Gatewfay] each bridging

gateway.

¢
4 Under Bridge mode, gateway of the LAN PC needs no other change, but remegtinglto

the original gateway, in other words, LAN PC directs to the LAN interface IP address of the
front-end device.

4 Under Bridge mode, the data for Internet access should be ensured to pass through 1AM
gateway device, that is, the LAN user must ngidsg the IAM gateway device and follow
the physical line of the originglatewayto get access to the Internet.

a As to data traversing, please ensure the WAN zone connects to therfdorduing device
and the LAN zone connects to the LAN switch. These ¢annections cannot be mixed up.
The data for Internet access transmitted from LAN zone to WAN zone can be monitored and
controlled.

A+ ATr anspar e nmogedlAMdateway devicg iachievedat the data link layertife
second layer of OSI), interface$ the device arbeingbridged the data oflayer 2 and the
layers above can be traversédhis feature of the IAM gateway device enablesDiHCP
serviceand the IP/MAC binding (of the original gateway) work.

A NAT function is unavailable iBridge mode.
4 Under Bridge mode, VPN module on the local IAM gateway device is unavailable.

A If youwant to enabl¢he antivirus function, email filter, etc., or if you want bavethe URL
library, applicationidentification library and virusibrary automatically upd&td, you need to
configure the [Bridge IP List], [Default Gateway] and [DNS], amdke sure the IAM
gateway device itself to get accassthe external network (you camplementfipingod to
check theavailability of the external netwojk

A If youwant to enale the WEB authatication ingress ule or otherfunctions that need to be
redirected to the IAM gateway deviead there arseveral LAN segments, you musdda
correspondingoute, directing to the routing device.

a If the computersf layer 2 switch havenultiple network segmesi(instead of VLAN), the
gateway should also have IP addresses of multiple segnfests.andyou want © enable
the functions that need to be redirected to the IAM gateway device, such asrasti
function, email filter, ingres rule, WEB authenticatioretc., the IP addresses of these
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network segmentshould also be configured in [Bridge Mode]Bridge Settingg page >
[Bridge IP List].

A Under Bridge mode, the IAM gateway device suppbitAN TRUNK traversing;[Bridge
IP] canbe IP address d802.1QVLAN (which indicates the IAM gateway device can be
transparently connected to the main channel of VLAN TRQNKo configure the
Bridgeemode deploymento supportVLAN TRUNK, go to [Gateway Mode] > [Bridge
Mode] > [Bridge modeVLA N Settingsjpage as shown below:

-=Gateway Mode

Bricge Mode - WLAM Settings

Bridging Direction LA == )
WLAM: (CEnable (&) Disable

Format: One IP address per rove, Use slashes (N to separate YLAN ID (2-4094), IP address and subnet
mazk, eg. 2M010.0.1/255.253.00

WLAN Address List:

wior| Paddress: | Jswbnetmask | | add Clear List

Next

Enter [VID], the VLAN [IP addresshnd [Subnet mask], and then click <Addfyou have
enablel the functions that need to be redirected to the IAM gateway device, sucharuanti
function, email filter, ingress rul&VEB authentication, etc., you have ¢onfigurethis IP

addressotherwiseyou can also leave the VLAN address list blank.

3.4.3.Bypass Mode

Without altering the networking, bypassode IAM gateway device can fulfill monitoring and
controling, and can avoidigconnectig with the usetrsThe IAM gateway device is connected to
the mirror port or the HUB, monitoring the overall local area network. Bypass mode plays no

influence on the network environment, and device failure will not disconnect the network.

Typical topologyof bypassmode deployment is as shown below:
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Router or Firewall

Lay 273 1AM
L1 )

Pyy

Under the [Gateway Mode]default configuration page, click <Configure> to enter the [Select

Gateway Modepage.

Select [Bypass Modelnd clickthe {Next> button, then the following page appears:

=>Gateway Mode

| Bypass Mode - MAMNAGE Interface (DMZ Interface) Settings

Format: ©One IP address per rove. Use slash (010 separate IP address and subnet mask, e.g. 200.200.20.1/255.255.255.0

255 2558 ZEL ZEE/ZEE. 285 2550

IP Acdress:
Padoress: [ |subretmask | | add Clear List
Default Gateway: |55 255,255 255 |
Primary DiS: [255.255.255 255 |
Secondary DNS: [255 255,255 255 |

Next

[IP Address]:.Configureghe IP address of the MANAGE interface (DMZ interface).

Click the <Next> button to get intthe next configuration page, as shown below:
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>>Gateway Mode
| Bywass Mode - Monitored Network SepmertiServer List Settings
Format: One network segment per rowy. Use slash () to separste subnet and mask, e.g. 200,200 20 0/255 2552550
Monitared Metveork Segment
List:
Subnet segment: l:l Subnet mask; l:l Add Clear List
Format; One single IP or IP range per rowy, e.g. 20020002058 or 200.200.20.14-200.200.20.145
haonitared Server List:
IP address: | | Acel Clear List Enter IP range o single [P

hext

[Monitored Network Segmerniist]: Configure thenetworksegments to be monitored.

v
A In order tohavethe IAM gateway deviceonnecting to theonsoleor the clientupdatey the

[IP Address]and [Default Gatewaymust be configured and the network cable should
connect tatheDMZ interface.

a  Since bypassnode IAM gateway mode needs only one nekweable to connect the LAN
interface or WAN1 (of the IAM device) tthe HUB or mirror port of the switch, 1AM
gateway device has no knowledge of which addresses are LAN addresses or which addresses
are WAN addresses, but regards the addresses in thetgkdohNetwork Segment Lisfs
LAN addresses. Access datant to the Internet throughese monitored addresses will be
recorded or controlled. However, IAM gateway device will default not to record the access
between two LAN PCs, which meammmmunicaibn between anyf thetwo addressem
the [Monitored Network Segment Listfill not be monitored.

4 Also, access datgent to the Internet throughe server(s) of the [Monitored Server Ligt]l
be recorded or controlled. Different from [Monitored Netiw8egment List], the access data
sent by the network segment(s) and passing throughAtReservers will be recorded.

A The datairrelevant to the ddressesr sevesin the above two lists will not be monitored.
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Click the dNext> button tocontinuethe nextstep, configurig [Excluded IP List], as shown

below:

=xGateway Mode

| Bypazs Mode - Excluded IP List Settings

Faormat: IP range, e.q. 200.200.20.14-200.200 20 143, or single IP, e.g. 200.200.20.55

Excluded P list:

IP address: | | Add Clear List Enter IP range or single 1P
Next

[Excluded IPList]: Access data requested by these excluded IP addressed will not be recorded.

A Bypass mode deploymentipposeshat there isa HUB or a switch with mirror port. If the
switch has o mirror port, please connect a Hwithe front end of the switch.

a Under Bypass modeg<View How Ranking> and <View Connection Rankingare
unavailable.

4 Under Bypass mode, TCP contislfulfilled by sending or edshebDMZ packet s
interface. Thegs f or e, to achieve TCP control, al | t he
interface must be ensured to be received by tharfeithe server of the public network.

A Many functions are not availabie bypass mode, such as VPN, DHCP and Ingress rule, etc.

a  Bypassmode IAM gateway mode mainly plays a monitor role; control functions are not as
complete asthose of Route mode or Bridge mode, for it can only restrict some TCP
connections, such as URL filtering, keyword filtering, email filtering, etc. No UDP
conrection controkan be donesuch as P2P software, QQ login, etc.

3.4.4.SingleArm Mode

Singlearmmode deployment takes the |IAyatewaydevice as a proxyAM gateway device can
fulfill monitoring andcontrolling, and can avoidisconnectiorof the users withhe Internet The
IAM gateway device is connected tioe HUB or the mirror portof the switch monitoring the

overall local area networlSinglearm moderequiresno changeon u s & mefivorking and plays
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no influence on the network environmetitthe device is down, you need only disable the proxy

serviceon the usés PCand tohaveit back into normal

Typical topology of the singlarm mode is as shown belowfailure will not disconnect the

network.

Router or Firewall

IAM
Mirror Port
o=

Layer 2/3 Switch

Router or Firewall
IAM
&

Layer 2/3 Switch

LAN PCs

ST

Under the [Gateway Mode]default configuration pge, click <Configure> to enter the [Select
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Gateway Modepage.

Select Bingle ArmMode] and clickthe <Next> button, then the following page appears:

>>Gateway Mode

i Single Arm Mode - LAN Interface Settings

IP Address:
Subnet Mask:
Default Gateway:
Primary DNS:
Secondary DNS:
text

[IP Address]:.Configuresthe IP address of tHeAN interface

[Default Gateway]: Configures the gateyvaf the local area network, same with tpetewayof

the LAN computer.

Click the Next> button to get intthe next configuration page, as shown below:

a Under single arm mode, the gatewanfiguredin the local area network need no change,
keeping direting to its original gateway.

A  To have the IAM gateway device work in single arm mode, you have to configure the [WAN
Optimizatior] > [Proxy Options].

a  VPNisnot available fosingle arm mode.

42 Single mode mainly functions as a prokya LAN user neeslto get access to the Internet, it
need only have itsomputefs proxy server direct tthe IAM gateway deviceproxy server
address being set as the LAN interface IP address and the port as the prozgriguréd

in [WAN Optimization] > [Proxy Options] }WNAN Optimizatior] page).
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3.5.Network Interface

Under Route mode, you can configure the network interfaces on this [Network Intpdagec]if
it is in Bridge mode, Nulti-bridgd, you can also configure the bridge here. As to other gateway

modes, the netwok interfaces are configured in [System[Gateway Mode].

[Network Interfacg default configuration page is as shown below:

Z = SANGFOR
‘E sangfor 1AM 2.1

User admin Logout ILAN Interface ..........................................................................................................................

rl
Systen Interface Type: LA
Punning Status

Security Status

. Wiark Mocle: Ethernet
License

Gateway Mode

IP address: 100100100 400/255.255.252.0

Multi-Node Sync MAC address: 00: 00 45 0E:09:03
Datsgiins Address Information; MTL: 1500

Administrators
Speed: A00hbz Full
Web TUT

Backup/Restore Link status: Enahle

Beboot

Haintenance WLAN Status: Disakle Wiewne WLAM list - display formst: YLAN IDIP address/subnet mask
Auto Update

Doute
Generate Certificate Configure
High Awvailability

fbject | DMZ Interface
T | (eSS

AN Optimization I WA Interface
TAID

Bandwidth Mahagement I WA Interface

Delayed Email Audit

[LAN Interface]: Displays the information of LAN interface. Clitke <Configure>button to

enter the corresponding configuratioaige

If you areto configuremultiple IP addresses, you can add the IP addresses that are to bg bound

click the<Next> button to get into the next page
[VLAN]: [ Enablé or [Disable]VLAN.

[VLAN Address List]: If the interface of the switch that is coatieg to IAM gateway device has
applied Trunk, therconfigurethe IP address and VIDVLAN ID) for the VLAN at the LAN

interface.

The VLAN function suppog VLAN (802.1Q) networking environmentf the LAN interface of
the IAM gatewaydevice is configuredvith 802.1QVLAN addressthe LAN can connect to the
TRUNK interface of thdayer 2 switch that supports VLANand data of different VIDs can be
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forwarded to each othepifearmed route) besides, you canonfigure[LAN<->LAN] firewall

rulesto control theaccess amondifferentVVLAN IDs (VID).

[DMZ Interface]: Displays the information of DMZ interface. Clithe <Configure>buttonto
enter the correspondirapnfigurationpageto configure theIP addregsand[Subnet magk

[WAN Interfacd: Displays the iformation of WAN interface. Clickhe <Configure>buttonto
enter the corresponding configuration page and configure the Internet ammesdf there is a

second external line, define WAN2.

[WAN2 Interfacg: Displays the information of WAN interface. ¢an be defined as the second

external line, as well as a LAN interface or DMZ interface.

[WAN 3 Interfacg: Displays the information of WAN interface. It can be defined as the third

external line, as well as a LAN interface or DMZ interface.

[Multiline Settings]: Displays the line selection policy selected. Ctioé& <Configure>buttonto
get into the configuration page and alter the line selection policy. Four policy options are available,
with explanations above them. [Multiline Settings]suitable for he networkinghat consists of

multiple external lines.

3.6. Multi -Node Sync

Environmentor multi-node synchronization

Two IAM gateway devices, A and B, are located in the local area network. Both of them work in
Bridge mode. Internet access requests of tAd lusers pass througtevice A or B; user

information and access control policy are égufed on IAM gateway device A.

Requirement: 1AM gateway device A synchronizes IAM gateway B with the user information in

real time.

Thedeploymentof multi-node systens asshownbelow:
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Al Bl
Al
A2 E2

g1 ¥

The[Multi-NodeSynchronization] configuratiopage is as shown below:

! Sangfor 1AM 2.1

Uszeradmin Logout

4 gystem Muiti-Mode Synchronization: (%) Enable () Disable

Bunning Status
Communication Interface: WA hd
Security Status

L
ioense Multicast I Address: [zzaz220 | Synchronize Configuration to Gther Mode | “igw Synchronization Report

Gateway Mode
Hetwork Interface online List;

Operation information: Saving configuration successtully!

Date/Tiue

O

Web UI
Backup/Restore

Reboot

[Multi-Node Synchronization]: [Enablé] and the user authentication information, user list, and

data of the internatlentificationlibrarieswil | be synchrorded in real time.

[Communication Interface]: Configures the network integfaused for the synchronization
between the IAMgatewaydevices. The communication interface can be any network interface
that cancross multicast packets to communication with eattier. It is recommended to use an

idle network interfacéo connect them directly

[Multicast IP Address]: Configures the multicast addressdufor synchronization betwedme
IAM gateway devices. The multicast can be any addresses of the multicastyé? iHowever, the
multicast IP address configured on the tbe-synchronized IAM gateway devices must be the

same.
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[Online List]: Displays the IP addresses of the synchronizaétaied devices.

Having completedconfiguting the pageyou have toclick the <Synchronize Configuration to
Other Node> button to send synchronization sgtalthe other node (IAM gateway device)); o

click the<View Synchronization Report> button to view the synchronization information.

3.7.Date/Time

[Date/Time]: Configures the siam date and time of the SANGFOR IAM hardware gateway
device. In addition to modifying the system time directly, you can configure a [Time Strver]

synchroniethe time, and select a local [Time Zone].

The configuration page is as shown below:

'E Sangfor 1AM 2.1

>=DatefTime

User:acmin Logaut

Mote: The device wil restart after you save the changes to time and date.
4 System

Dunning Status Time Synchronization: @Enable ODisab\e
Security Status

License Time Server: ‘pnnl ntp.org

Cateway Mode

Network Interface Time Zone: ‘ (GMT+3:00)Beijing Hong Hong, TaiPei,Singapore ¥ Time zettings will be synchronized with the time server.

Multi-Hode Sync

System Date: 20100820 |

Administrators

Web UI System Time: [z |

Backup /Restore

Reboot Use System Time | ‘ Use Local Time ‘

Maintenance

<Use Sytem Time= Click this button toupdatethe time of the IAM gateway device.

<User Local Time>Click this button to update the system date/time of the IAM gateway device
with the date/time of the local PC with which you have logged in to the console of#dway

device.

Having completedconfiguiing this page,you have toclick the <OK> button to save all the

settings.

3.8. Administrators

[Administrators]configures the console login user(s) who can manage the IAM gateway device

through the console.
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& SANGFOR
'E Sangfor 1AM 2.1

==Administrators

User:admin Logout

4 Systen &.dmiristrator Mame Administrator Type Description Operation

Punning Status 1 admin System administrator Aciministrator Enable Edit

ey SEekn Select Al | | Inverse | [ pekete | [ Enable | [ Disable
License

Gatemay Mode
Network Interface
Multi-Node Syne

Date/Tine

Web UL

Backup/Restore

<Select Al>, <Inverse>Click the correspondinfuttonto select the needeatiministrator(s).

<Delete>, <Enable>, <Disable>: Clitke correspondindputtonto delete, enable or disable the

selected administrator.

<Add>: Click this button t@nterthe [Edit Administator] page, as showipelow

==Edit Administrator

Administrator Mame | |

Description |

Adminiztrator Type (&) System administrator ) Comman administrator

Login P List

Only the first 32 IP addresses or ranges are valid.

[ Finish | Return

[AdministratorName]:Type in a unique name for thisiministratorto distinguish it from others.
[Description]:Type in a brief description for thedministratar
[Password]: Configures the login password for guministator.

[Administrator Type]: Defines the role of tleministrator [System administratogr [Common

administrator].
[System administratofjas all the privilegesand carmanag all the functions and user graap

[ Common admini str at aind i8 defingdr im muchl raogeedetadl dore ma n a
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introductions are followed in this section.

[Login IP List]: Configuresthe IP address(es) with which administrator(s) can log in to the
console. You can type in a single IP address or IP range. One entry perdiimum 32 entries

are allowed.

Privilegeconfigurationof [Common Administratoris as showibelow.

Z = SANGFOR

-
- Sangfor 1AM 2.1

=>=Edit Administrator
Uszer: admin Logout
Administeator Privileges
4 Bystem
fumming Seacus | Deviee Menagement Privieges ... &)
Security Status
License
| System B2
Bateway Mode || R
Network Interface
. | Objest ]
MULEi-Hode SWEE || | e
Date/Timne
Administrators . I . '.:.'f‘?.‘f‘f"?'.” ....................................................................................................................... E
Web UI
Eackup/Bestore e Cptmization e &}
Ieboot
Maintenance OO B
Auto Update
b Rouce | Bnchuidt MBNBOBIENE =]
Generate Certificate
High Availability | Delayed Email Sudit %]
[ Object
[ Fi 11 .

LrevE | Irternet Access Audit (%]
POWAN Dpfimizamiom | et
I IAM |
b Dbject A Legsfraubleshosting [+
[ Firewall
I WAN Optimization | Advanced [+ ]
[ TaM |
I Object .

o oSseuwty @
[ Firewall
[ WaAN Optimization
boTam L OH e ]
oA
[ Bandwidth Management -

v | Select Al | | Inverse | | Prey | | Finizh | | Return |
I Delayed Email Audit

Privileges of common admin are divided according to functions mothdes areprivileges on
[Device Management], [System], [Object], [Firewall], M}, [Bandwidth Management],
[Delayed Email Audit], [Internet Access Audit], [Logs/Troubleshooting], [Advanced], [Security]
and [DHCP].

[Device Management Configures the privileges the administrator have on managing the selected
user groups. Clickhe <Sdect> button to browse the organization structure of the IAM gateway;

click a user group or sufroup to add it to the list.

[Device ManagemenPrivilegeg are, [View], [Member Management], [Policy Management],
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[Delayed Email Auditiand [Data Center Audit]

[View]: Indicates this admin can only view the selected user omgsuip user information,

viewing the policy applietb its group and the online user list.

[Member Management]: Indicates this admin can manage and edit the selected group and
subgroup ser. Once it is checked, it defaultth the [View] privilege and the privilege to block

online use(s).

[Policy Management]: Indicates this admin can manage the selected group arduguloiser.

Once it is checked, it defaultsith the [View] privilege.

[Delayed Email Audit]: Indicatethe admin can audit the delayed emails of the selecteg(gjo

It is applicable to differentisergrouys.

[Data Center Audit]: Indicates the admin can log in to the internal Data Center to view the logs of
the selected rgup(s). The options of [Data Center Privilegeah be configured individually,

which are BystemManagement], [Customized Repaatjd [Intelligent Report].

As to [System]and Pbjec] function modules, you can check [Edit Privilegaepd [View

Privilege].

?
a [Policy Managementonly allows the administrator to edit the association relationship

between the group/user and the policy. The policy itself cannot be modified, unless the

admin is the administrator who has created this policy or a system adnonistrat

A If an administrator has neither the privilege to view nor the privilege to edit a certain function
module, this module will not display on the léfee of the consolein other word, it is

unavailable.

3.9.WEBUI

[WEB Ul] configures the [Default Encoding[HTTPS Login Port], [Webpage Timeout],

[Operation Timeout], [Issue Console SSL Certificated to], [Download Console Root Certificate].

The configuration page is as shown below:
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"E Sangfor 1AM 2.1

seweowr |
Useradmin Logout
4 System Default Encoding: BIGS ¥ HIn case the encocing is unrecognizakle, the default encoding will ke adopted.)

Durming Status
HTTPS Login Fort: ez

Security Status

I

LisSuss Wishpage Timeout: 1440 minutes
Gateway Mode

Hetwork Interface Operation Timeout: =eCOnds
Multi-HNode Sync

Date/Time (&) Gatewssry IP--100.100.100.100

Aduwinistrators Issue Conzole SSL Certificate To: (@) @i I:l At most B0 bytes

Web 1T

Current cerificate iz izsued to: 100100100100
Eackup/Restore

Reboot Dowenload Conzole Root Cedificate: Click here to dovwnload root certificate
Maintenance

Auto Update

[Default Encoding]: Select an option and the unrecognizable codes of theoradrdata will be

handled as this code.

[HTTPS Login Port]: Configures the port of HTTPS protocol for logging in to the WEB UL. It is
443 by default.

[Webpage Timeout]: If there is no operation on the console during this time interval, the console

userwill automatically log out the console.

[OperationTimeoul: If a page fai to open during this time interval, the system will think it times

out and will not try to open this page again.

[Issue Console SSL Certificated To]: Configures the IP or domain nanwhich the SSL

certificate oflogging in to the console is issued.

[Download Console Root Certificate]: Click the link to download the SSL certificate of the
console. Having the PC installed this certificate, the alarm prompt reguést SSL certiftate

(when you are logging in to the console) will disappear.

3.10.Backup/Restore

‘E Sangfor IAM 2.1

»»BackupfRestore

User:acmin Logout

Backup Configurstion: Click to backup configuration
4 System
Fanning Status (&) Restaore from configuration sutomatically backed up ot
zj::;::y e Restore Configuratior: (O Restore from configuration fie | ” | - Select configuration file
Gateway Mode

Hetwork Interface |

Restore Factory Settings: Restore Fi.gary Settings |

Multi-Node Symc

Date/Time
Adwinistrators
Web UI

[Eackup /Pestorel
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[Backup Configuration}: Click the link <Click to backup configurationsto download the

configurationgo the local computeand to backup them.

[Restore from configuration autatically backed up at some time]: Select the time when the
configurationfile is backed upThe backup configurationsill replace the present onegSenerally,

the configuration file wilbebacked up for 7 days.

[Restore from the configuration file]: Ckahe <Browse> button; select and upload a backed up
configuration file, and then clicthe <Restore> button todve the backed up configuration replace

the present one

3.11.Reboot

You can RebootGateway]or [Restart Servicedn this page, as shown below:

E sangfor 1AM 2.1

>=Reboot
User:admin Logot
4 Bystem Reboot Gateway
DIunning Status :
Restart Service
Security Status
License
Gateway Mode %

Network Interface
Multi-Node Sync
Date/Tine
Adwinistrators
ek UL

Backup/Restore

3.12.Maintenance

[Maintenance]: Defines whether to allow remote login through external network interface,
whetherto [Auto Upload Unknown URL], whethep [Auto Report System Errognd whetheto
[Auto Report Unknown Application].
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E Sangfor 1AM 2.1

>=>Maintenance

User:admin Logout

4 Byztem

. | System Maintenance =]
Rmnlng SLatias B e e e
Security Status » Remote X

e ®Enable O Disable
License .
Gateway Mode

Network Interface
Multi-Node Sync
Date/Time
Administrators
Mebh UL

Backup/Restore

Feboot

[laint enance
Auto Update

Under the default configuiah page, clickthe <Advanced> button to entethe [System
Maintenancg > [Advanced]page and configure [Auto Upload Unknown URL], [Auto Report

System Errorpnd [Auto Report Unknown Application], as shown below:

E Sangfor 1AM 2.1

»>Maintenance

Uzeradmin Logout

4 Systen
1 System Maimenance»:Ad%nced B
Punning Status
By Bars @ Enable O Dissble
License » Auto Uplosd Unknoswn LFL: (Enahled by default. ¥uhen enabled, the URLs that are not recognized by internal URL liarary wil be sutomatically reported. The function will not disclose the

Gateway Hode information of your company.)

Hetwork Interface (@ Erable O Disable

Multi-Node Sync » Auto Report System Error (Enabled by default. When enabled, the system error messages will be automatically reparted. The function wil not disclose the information of your

Date/Tine company.)

AT RTEReFES @ Enable O Disable

Web UL » Auto Report Unknown Application:  (Enapled by default. When enabled, the application unrecognized will be automatically reported. The function will not disclose the infarmation of yaur
COmpany.)

Backup/Restore

Reboot

Auto Update

[Auto Upload Unknown URL]: Select [Enablpand the unknown URL found during using the

IAM gateway device will be automatically uploaded.

[Auto Report System Error]: Select [Enabéid theanomalyinformation found during using the

IAM gateway device will be automatically uploaded.

[Auto Report ULhknown Application]: Select [Enableind the unknown application information

found during using the IAM gateway device will be uploaded.

3.13.Auto Update

[Auto Update]:Configurethe update options dfiternal[Virus Library], [URL Library], [Gateway

Firmware],[Application Ident], [ngress Rulg The configuration page is as shown below:
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4= SANGFOR
E Sangfor 1AM 2.1

>=>Auto Update

User admin Logout
4 System | Libtary Update Settings

:

Purning Status

Security Status

Wirus Library 2006-07-05 Failed to get information! 2011-07-14 Update Mow
License
Gateway Hode URL Likrary 2008-10-2015:36:12 Failed to get information! 2000-00-0MExpired) Updste Mow
bt Ay e 3 org TR §

MEEHEEE MREEEERE Gatewvay Firmware N MNever expire Updste Mow
Multi-Hode Sync DTDéhtmi -Aransitional dtd"=

T Upclate Mow

ElEe/ U v pplication Ide 10 3 ailed to get information! 2000-00-00{Expired)
L [v] Application Ident 2008-10-2015:36:12 Failed to get information! 2000-00-0MExpired 2
Adwinistrators Rollback
U
Backup/Restore
| Server Settings
Reboot
L s [IHTTP Praxy. P address: | | Port| |
iuto Updats elpdate Through Proxy Server:
DRequ\re Authertication: sername: Password:
b
Generate Certificate wSelect a Update Server: China Telecom ¥ | e sinfors. com.cn
High Availsbility -
OK

[ e

[Enable Auto Update]Check the corresponding itamautomatically update the internal library.

<Update Now>: Click this button to immediately update the correspondingylithat has not

been expired.

<Rollback>: Clik this button to cancel the previous update of the corresponding library, and the

rules library will recoveto the previous version dibrary.

To update the library, the IAM gateway device should be ensaredninect to the Internet. If the
IAM gatewaydevice cannot access the Internet, you then need to configure [HTTP &ptiryls
in [Server Settingsprovided there is HTTP proxy), so as to ensure the IAM gateway device can

access the Internet smoothlydampdate the corresponding rules.

[HTTP Proxy] requires server [P address]and [Port]; [Require Authenticationfequires

[Usernamepnd [Password].

To ensure update speed, select an update server. Generally, the update process will go more
quickly if the ISP server of the updaterver is the same with that used by the IAM gateway

device.

3.14.Route

[Route] covers Policy Routing] and [Static Routing], and mainly configures the route related to

the IAM gateway device.

3.14.1.Policy Routing

SANGFOR IAM gateway devicallows you to configure [Policy Routing]. Policy routing is
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mainly used when IAMgatewayconnects to multiple external lines. Through configuring the
souce IP, destination IP, source port, destination port, protocol, etc., the-pakeg route will be
created. Therefore, which external line is the outgoing line to the external network is selected

according to the manuallyreated policy.

The[Policy Routing]configuration page is as shown below:

& > SANGFOR
‘E * Sangfor IAM 2.1

==Policy Routing
Uszer:admin Logout
“ gysuen Pmpotanaexport ] e
Punning Status ) .
= Import Policy Routing: ‘ || Brawse... | | Import |-Seled and import file
Security Status
License # Export Policy Routing: - Export configuration file of policy routing
EasEney ks | Policy Routing List =]

Hetmork Trmertace [ 0

First Prew 0 Mext Last GotoPage D Recordsipage
elEte

Multi-Node Symc

Date/Tine
Administrators Route Mame
Web UL
Eackup/Restore hiove Selected Policy Ta: @ First rose O Last row O Mo,
Reboot

Maintensnce

Auto Update

4 Route

Static Routing

[Policy Routing List]: Displays thexisting policybasel routings.

4 If there are multiple applicable policgutings, the upper policy routing has higher priority to

be matched.

4 Click <UP> or <Down> to move up or move down the routiagpectively or [Select]an
existing policy routing, and then selectrgtirow] or [Last row]or [No.] to movethis ruleto

top a bottom or to a specified row.

Click the <Add> button to enter the [Edit Policy Routinudge, as shown below:

48



SANGFOR IAM v2.1 User Manua

E Sangfor 1AM 2.1

>>Edit Policy Routing

User:admin Logout

4 System
HAR BEEEns Source IP: ® an O singlelr O Prange O Subnet
Security Status
immmen Destination IP: @ an O singelr O Prange O subnet
ceevay Mo pciosst Select protocal type
Network Interface
Date/Ti
it
Administrators

Web TI
Backup/Restore
Rehoot
Maintenance
Auto Update

4 Poute

Policy Routing

Static Routing

[Policy Name]:Type in a unique name for this polibyased routing to distinguishfrom others.

[Source IP], [Destination IP]: Configures the source IP, destination IP of the data packet on which
this policy routing applies. Four options are available, namely, [All], [Single IP], [IP ramrgk]
[Subnet].

[Protocol]: Select a protocobf data packet transmission, [Afifotocol, [TCP], [UDP], [ICMP]
or [Others]. As to [TCP]and [UDP] protocol, you have to configure [Source Poathd

[Destination Port]; for [Othergjption, you have to enter [Protocol Number].

[Source Port], [DestinatioPort]: Configures the source port and destination port of the data

packet on which this poliepased routing is applied.

[Target Line]: This target line is the outgoing line of the data packet if all the conditions

configured above are matched.

Configuration Example of Policy Routing

Provided thdAM gateway device has two external lines. Line 1 is of CHINA NETCOM, Line 2
is of CHINA TELECOM.IP range of CHINA TELECOM is 221.199.32.0/28k design a routing
based on [Destination 1P221.199.32.0/20[Desination Port] 80, all the data packet passing
through the [Target Lindline 2.

To achievetraffic control of Internet access, we need to configure a policy routing rule. Specific

steps and settings are as shown below:
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"E Sangfor IAM 2.1

==Edit Policy Routing
Useradmin Logout
Policy Matme: CHIMA TELECOHM
4 System
Funning Status Source IP: @ a1 O singelr O Prange O Subret
Security Status
T O s O singelP @ Prange O Subnet
Gateway Mods Destination IP: Start IP: [221.189.32.0

Hetwork Interface

Enc IP; [221.199.32.20
Multi-Node Symnc

Administrators

web UT @ a1

BackuriReseess Source Port: ) specified - The routing policy will be spplied only when the source por belongs to the Tolowing range

Reboot
Start port: | End port:

Maintenance

Auto Update @A\I

4 Rete Destination Part: (O Specified - The routing policy will be applied only when the destination port belongs to the follwing range

Start port: [B0 | End port: [0 |

Static Routing

Generate Certificate Target Line:
High Availability

[ Firewall

a Ifthe selected [Target Liné} unavailable, IAM gateway device will arrange the data packets
with an available target line.

»  If you need the routing table of each ISP, please contaCustemerService of SANGFOR.
Having gained the routing table, clithe Browse> button to upload thpolicy routing and
then clickthe dmport> button to import it.

3.14.2.Static Routing

SAGFOR IAM gateway device allawou to configure [Static Routing].

The configuration page is as shown below:
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- sangfor 1AM 2.1

Static Routing

Uszeradmin Logout
4 System

Punning Status

Security Status

License

Gateway Mode

Network Interface

Multi-Node Sync

Date/Tine

Operation

Aduinistrators
Web UI
Backup/Restore
Reboot
Maintenance
Auto Update

4 RBoute

Policy Routing

Generate Certificate

Click the <Add> button and thgEdit Static Routing] configuitéon page appears:

& > SANGFOR
‘E Sangfor IAM 2.1

D]

==Edit Static Routing

User:acimin Logout

0.00.0

4 Zysten Subnet Segment:
Punning Stacus
Security Status

R Subanet Mask: nooo

Gateway Mode

Hetwork Interface
Multi-Node Sync

Date/Time

Gatesay Address:

Aduministrators

Web UL
Backup/Restore
Reboot
Maintenance

Auto Update

N

Route

Policy Bouting

Generate Certificate

A [Static Routinglcan enable the SNAT function (for multiple segments) to add return route.
A Add return route for SNAT function (for multiple segments)

a If there are several LAN segments access Internet through the SANGFOR gateway devic
then you need to add a [Static Routing], so that the IAM gateway device can return the data

packets of the LAN users (of different segments) to the LAN switch/route device properly.
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Configuration Example of Static Routing

Provided that,hiere are two AN segments, 10.251.251.X and 192.168.2.X, which are connected
to each other through a layer 3 switch. The LAN PCs of both the segments direct to the
corresponding gateway configured on the layer 3 switch. The LAN interface IP of the IAM
gateway device i$0.251.251.251 (of 10.251.251.X segment). The WAN interface connects to the

public network.

Requirement: Users of 10.251.251.X and 192.168.2.X segmenhaccess to the Internet through

IAM gateway device, IAM gateway device acting as the egress.

Since P2.168.2.X and the LAN interface (10.251.251.251) of IAM gateway device are of
different segments, IAM gateway device has to add a static routing, the data packets from
192.168.2.X being forwarded to and handled by the LAN layer 3 switch (10.251.251b63) a
finally back to the PC(s) of 192.168.2.X segment. Specific steps and configurations are as shown

below:

‘E- Sangfor 1AM 2.1

=>Edit Static Routing

User:admin Logout
< B Subnet Segment: 162 168 2.0
Punning Status
Security Status
License Subnet hask: 2552552550

Gateway Mode

Network Interface

Gateweay Address: 10.251 251 253
Multi-Hode Svnc
Date/Tine

Adwinistrators

Web UI
EBackup/Restore
Reboot
Maintenance

Auto Update

b

Loute

Policy Routing

Static Routing

Generate Certificate

Add the SNAT segments, namely, 10.251.251.0/24 and 192.168.2.0/24. For detailed steps, please

refer to Section 6.2.%ystem Settings

Add a static route in [Static Routinglage,the LAN IP addressed92.168.2.0/24directing to
gatewayl10.251.251.253.
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3.15.Generate Certificate

[Generate Certificate]: Generates the hardware certificate which is the only label to distinguish
this device. This certificate can function as its ID whenegisters on the SCSecure Center)

Management.
The[Generate Certificatg}age is as shown below:

>>Generate Certificate

Useradmin Logout

Mote: Harcware certificate iz an unigue identifier of this device. To prevent other computer from using the same account as
4 System this device after it joins SC Management, vou can generate the hardware cedificate here and import it to the account.

Purming Status

Security Status

License
Gateway Mode
Network Interface
Multi-Node Sync
Date/Time
Administrators
Web UL
Backup/Lestore
Reboot
Haintenance
Autao Update
4 Route
Policy Routing

Static Routing

Fenerate Certificate|

3.16.High Availability

[High Availability] configured the mode of the redundant system (high avafigbiSetting
options are [High Availability], [Device Name], [Active/Standby Status], [Update Mode], [Current
Status].

The configuration page is as shown below:

igh Availability
User:admin Logout

4 Syotenm High
Purming Status Availability: Enable

Security Status

hiaintenance [P for

Linense Device Mame: ngﬂ:'“ea Madify Stanchy Nade: Modify

10.254 254 123

Gateway Mode

Network Interface j i
Actlve@tandby AT Swvitch to Stanchy Last Switch Time: 201 0-05-20 09:05:33
Multi-Node Sync Statuz: Mo

Administrators
. Communicate with the peer failurel
Web UI Current Status: Heartbest timed out!
Backup/Restore
Reboot " - -
Timeout Settings | | Interface Detection
Maint enance

Auto Update

Y

Route
Policy Routing
Static Bouting

Generate Certificate

High Availability
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[High Availability]: Displaysthe status of this function, enabled or disabled.
[Device Namég Displays the name the local device. Click <Modify> to edit the device name.

[Active/Standby Status]Displays the active or standby status of the local device. Ciiek
<Switch to Active> orthe <Switch to Standbybuttonto switch the standby node fxtive or

switch the active node to Standby.

[Update Mode]: Click this button to update the primary node, and lock the Active/Standby status.
Click [Enable]and the Active/Standby status cannot be altered, even though the primary node is
down. Please thik it over to enable this function. It is recommended to enbelateModg

when you are to update the primary and standby device; completing update, please disable

[UpdateModd. Click <Enable> and the following dialog pops up:

‘A Update Mode -- Web Page Dlalug

Update Ivloce o update 3 atidbsy riode

Frocedures (suppose device & iz the acttve one a.nd dervice E- iz the standbyr one):

Step 1: Enable Update Mode---=Update acttee node (device &)---=Update HE update packet again---
=Check whether npdate is cormpleted

Step 2: Switch actheelstandbr---=Update active node (device B)---=Update HA update packet again---
=Check whether update is corapleted

Step 3: Disable Update Iode

Hote: When update mode 1s enghled, the actreistandby switch will not happen even if failure occurs and
the confimuration of actmee node will not be synehronized to the standby node.
Flease operate under our technical engineer's instretions to ensure successfil update.

Enable Update Mode now?

Im Cancel

[Current Status]: Dispis the communication status between primary and standby device, and the

timeout information as well. Timeout can be udefined.

<Timeout Settings> Click this button to enter the [Timeout Settingglage and define the

communication detection timeout, stsown in the following figure:

A Timeout Settings -- Web Page Dialog

Tirneout Settings
Timeont: 10 seconds (3-200
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Configuration Example of High Availability

Timeout of the primary node 0 second, the primary node will send message to the standby
node everyl0 seconds. If the standby node does not receive the message from thig padeain
10 seconds, the standby node whink the primary node got down amvitch from Standby

statusto Active statusautomatically.

Click the <Interface Detectionzbutton to enter the [Network Interface Detectiodiplog and
select the network intiace(s) of the host to be detected. If any of the selected neimtertaces
is down, the standby node switches to Actstatus The interface can be any of the device

interfaces that connect to the public network. The configuration page is as shown bel

2} Network Interface Detection -- Web Page Dialog

Interfare Detection
Select LM DWE

Interface: ] Lire 1 [#] Line 2 [#] Line 3 [¥] Line 4
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Chapter 4 Object

[Object] coversconfigurationof [Application Ident Rule], [Intelligent Ident Rule], [Server], [IP
Group], [Schedule], [URL Group], [White List Group], [Keyword Group], [File Type Group],
[Ingress Rulepnd[SSL Certificate].

4.1. Application Ident Rule

Download software such as BT, emule, etc., consumes lots of bandwidth refidusodtware
such as QQ, MSN and stock trading software, etc., definitely ociingieffice hours and lowsr
downworking efficiency. Though most of the enterprisgse regulationso ban their staff from
using thee software tools however, they can do nothing to prevent their staff from usiam

for nearly al of thesesoftware toolsare designed to be able to shy away from the general

firewalls.

Application idenification rule can detect traffic on the basis of protocol, port, direction, length of
data packet, and the content of the data packets, etc., which helps to identify P2P traffic quite well.
Application identification rule falls into internal rule and udefined rule. The internal rules

cannot be modified, while the us#gfined rule can be added, deleted, and edited, etc.

To obtain flow information of specific applications, you can choose the corresponding application
type or application, in associatianith the [Service Controljconfigurationin [IAM] > [Access
Control Policy]page> [Access Control], and [Bandwidth Settingginfigurationin [Bandwidth

Management], to create a policy.

SANGFOR IAM gateway device adopts some patented technology taefficblock the above
mentioned chat and IM softwateols Becausdhe data packets of each kind of software have a
unique feature value, when the software communicates with the external networks, IAM gateway
device will dete¢ the feature contained in dhdata packets and determines whether the data
packes should be blocked. If the data packedntainthe features we configured, then it will not

besert or received. In this way, this software will be unavailable for the LAN users.
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>>=Application Ident Rule

I Application ldert Rule Update E

o Update Service Expired On - 2011-07-15

= Internal Rule Library

Released At 2010-08-16 10:40:31

» Import Rule: | || Browse. . | | Import | - Select and import application ident rule file

= Sestch Rule: | | | Search |

» Priority Rules: Internal rules Acljust Priority

= Mote: In the following list, rules in blue are internal rules, rules in red are customized and rules in grey are disabled!

m

I Application Ident Rule List(672 tems)

5}

| Select Al | | Inverse | | Enakle | | Disahle | |Delete | |Exp0r‘t |

The key to identifythe application is to analyze the features of these data packets. SANGFOR wiill
periodically provide the feature values definition of the software such as P2P, IM, etc. You can
contact SANGFOR and apply for application identification rule packets to mwanomgdbrt the

rules, and you can analyze data packets by yourself and define your own application identification
rule by clickingthe <Add> button. The pojpip [Edit Application Ident Rulegonfiguration page is

as shown below:
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==Edit Application Ident Rule

Basic Settings

Rule Name: [ |
Description: [ |
Classification: Al Type: F\pplication:
Enable Rule: @ Enable O Disable
Data Packet Type
el s ® common protocal ®Ttce Ouor Olcmp
O others Protocol numberfo |
Direction O LAN =AM ) LAN-=3WAN O WWAK-=LAN
Destination Port: @Al O Specified port or port range %
IP Address: ®an O specified IP or IP range
Match Target Domain E‘
{one domain per row)
O The length must be between : |1 \and |1SDD |
[CImatch self-relation
mE multiple relation:
Facket Content Matehing
Relations Among Rules: @ and Oor
No. | Description | Operation | Select
SelectAll Inverse Add Delete

Configure in [Packet ConteMatching]sectionthe feature value according to the analysis on the

data packets.

[Internal Rule Library Released Atlndicates the latest time that the current version of internal

rule librarywasreleased at

[Application Ident Rule]suppors [Import] and [Export] of the rules. To export the existing
userdefined rule(s), just check the rule(s), clitle <Export> button and name the file, and then

finally confirm to expor{the internal rule cannot be exported).

[Import Rule]: To import a rule, clickhe <Browse> button and upload the rule (extension of the

rule file is *.ccf), then clickhe dmport> button.

[Search Rule]: Type in the keyword of a rule name, dliek<Search> button and you can find the

rule whose name contains this keyword.

[Priority Rules]: Clickthe <Adjust Priority> button to switch the priority between the defined
application identification rules and the internal rules. The type of rules that has higher priority to

be matched is displayed in red.
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a Since BT and IM software differ from each other and keep updating, some application
identification rules may geinvalid for some versions of the software. SANGFOR will
periodically update the application identification rules. Please make sure your IAM gateway
device can accessdlinternet.

a  For the internal rules, you can only alter the classification, but not edit the policy or export
the rule.

4.2.Intelligent Ident Rule

[Intelligent Ident Rule]mainly identifies the plain text or cipher text form P2P applications,
identifies the mcrypted Skype data according to the Skype actiang, identifies the SSL
certificate, SANGFOR VPN dataglatafrom proxy tool andthe VOIP and IM video and voice
data.

The configuration page is as shown below:
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=Intelligent Ident Rule

I Inteligent ldent Fule List

Idertify P2P software and P2P streaming

1 F2P P2F A ction P2P Action - ) B Enable Exiit O
media according to P2P activity
2 I skype skype ldentify Skype according to skype activity Enahle Edit |:|
5 — _— — S5L protocol idertification; to enable SSL [E— o D
contral, please first ensble the rule
4 Sangfor VPN Sangfor VPR Sangfor WP Sangfor VPR data identification Enahle Edit |:|
3 ProzeyTool FreeGste Freegste FreeGate Proxy Enahle Edit |:|
5] ProxeyToal UltraSurf Browser UtraSurf UltraSurf Browse Enable Exiit Fl
T WOIR Real-time voice Real-time voice RTP vwoice data Enable Edlit O
g WOIR Realtime video Real-time video RTP video data Enable Edlit O
=] WOIP Realtime voice video  Realtime voice video RTP video or voice data Enahle Edlit O
10 I Wideo voice Widen voice 1 Widen voice 1 Enahle Edlit O
11 I Wideo voice Widen voice 2 Widen voice 2 Enable Eclit O
12 I Wideo voice Wideo voice 3 Wideo voice 3 Enable Exiit O
13 Ihd Wideo voice Wideo vaoice 4 Wideo vaoice 4 Enable Exiit [F]
14 I Wideo voice Wideo voice 5 Wideo voice 5 Enable Exiit Fl
15 Ihd Wideo voice Wideo voice B *ahoo Messenger Enable Exiit [F]
16 I Wideo voice Wideo vaoice 7 “ahoo Messenger Enable Exiit Fl
17 I Wideo vaoice UUCal UUCEN net phane Enable Edlit O
18 I Wideo voice Wideo voice § QQ video Enable Edlit O
14 Iht Wideo voice Widen voice 9 GG voice Enahle Edlit O
20 I Wideo voice “ideo voice 10 SKYPE voice, data of one party Enable Ediit |:|
21 I Wideo voice Yideo voice 11 Yideo voice 11 Enable Eclit O
22 I Yideo voice Yideo voice 12 Q2 video - special port 443 Enahle Edit |:|
23 Ihd Wideo voice “ideo voice 13 MSH voice Enable Exiit [F]
24 I Wideo voice “ideo voice 14 RSN one-vway video Enable Exiit Fl
25 Ihd Wideo voice “ideo voice 15 RSN ane-vway video Enable Exiit [F]
26 I Wideo voice Yideo voice 16 MSN ane-way video-50 Enable Exiit Fl
27 I Wideo vaoice Wideo voice 17 MEH one-way video-50 Enable Edlit O
28 I Wideo voice Yideo voice 18 MEN video-30 Enable Edlit O

seiect | [werse |

[Application Ident Ruleldetects the A2 application as well, limited to plaintext P2P data. If
you disable the [P2P Actioifin the Intelligent Ident Rule List aie[Intelligent Ident Rule]
page), it can still successfully identify the plaintext P2P data but fails mtifidéhe cipher
textP2P data.

Skype data are encrypted. To control and record the Skype data, you have to cortdigure it
the [Edit Intelligent Ident Rule] page of [P2P Actipplt in another way, you have to first
enable [P2P Action{in the[Intelligent Ident Rule Ligton the[Intelligent Ident Rulepage),

and then select the Skype application and enable themulee [Edit Intelligent Ident Rule]
page of [P2P Action]

As to control and record of videeoice applications such as IM, VOIP, etc., you have to

configure ad enable the [VOIPtule in [Intelligent Ident Rule> IM [Edit Intelligent Ident
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Rule] and [Intelligent Ident Rule> VOIP [Edit Intelligent Ident Rule].

4.3.Service
[Service]lgenerally is in association with the rule configured in [Firewal[Firewall Ruks]and
rules configured in [IAM}> [Access Control Policypage > [Access Controf [Service Control].

First, youneed todefine various services of the firewall in [Objeet[Servicelincluding the port
and protocol applied; next, configure the filtgrirules in [Firewall}> [Firewall Rules], referring
to the services defined previously, or configure access control in [FAMIccess Control Policy]

page > [Access Controf] [Service Controlhccording tahe services defined previously.

The configurdbn is as shown below:

'E Sangfor IAM 2.1

User: admin Logout

I System ice Matme Descrigtion Operation
4 Object 1 SMTP TCP: 25, ]
Application Ident Pule 2 POP3 TCP: 110; Eciit |:|
Intelligent Ident Pule |
3 HTTP TCP: 80,90; Eclit "]
4 FTP TCP: 20-21; Ecit O
IP Group
Sefadinile 5 AI_TCP_Service TCF: 0-65535; Exiit ]
URL Group 5 Remote Desktop TCP: 3355; Eciit i
Thite List Group T netmeeting TCP: 15031720, Eciit O
Keyword Group 8 ssl-email TCP; 465 995; Exiit Fl
File Type Group 3 teinet TCP: 23 Edit O
Ingres=s Pule
10 f=i=1N TCP: 443; Ecit O
S5L Certificate
I 11 SSH Telnet TCR; 22 Exiit ]
[ WAN Optimization 12 All_UDP_Service LIDP: 0-65535; Eciit O
boIAM 13 DS LIDP: 53; Eciit ]
[ Bandwidch Management i §
14 Ping IChWP: type G, code O; Eciit |:|
[ Delayed Email Audit
P Internet hocess hudit [ selectan | [ mverse | [add| [ Deete |

Click the <Add> button, and the [Edit Servicehge pops up, as shown below:
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E Sangfor 1AM 2.1

>=>Edit Service

Service Mame: | |

User:admin Logowt

[+ Systen

4 Object ﬂ uop | ewe | others |

Application Ident Pule

Intelligent Ident Pule
IF Group
Echedul
shesuls Service Settings:
URL Group

TThite List Group

Eeyword Group

File Type Group
[Jaddport Clear
Ingress Pule

SEL Certificate

[ Firewall

[+ WAN Optimization

[Service Name]: ¥pe in a uniqgue name for this new service (the characters better be easy for

memory) to distinguish from others

Click [TCP], [UDP],[ICMP] or [Others]to define tke protocol to be applied; chepkdd Por{

and type in a single port or a port range, as shown below:

'E Sangfor 1AM 2.1

>>Edit Service

User:admin Logout

Service Mame: | |

[+ System

4 Object ﬂ ur | ewe | otners |

Application Ident Pule

Intelligent Ident Pule

IP Group

Schedule
URL Group Service Settings:

White List Group

Eeyword Group

File Type Group
Add port Clear

Ingress Bule

33L Certificate l@Single port O port range Port number: | Add
[ Firewall
[+ WAN Optimization
[+ IAM

w b

?
If it is [Other]protocol, [Protocol numbef] indicates all the protocols.

4.4.1P Group

An [IP Group]consists of some IBddresses which may be LAN IP range or WAN IP range or all

the IP addresses.
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[IP Group]generally is in association with the rule configured in [FirepwalFirewall Rules]. It
configures the source IP address, destination IP addresses, or defines thgelrd\M association
with [IAM] > [Organization Structurg}age > [Edit User} [User Attributé > [Binding] > [Bind
IP] > [Get from IP grou] or defines the destination IP group in [IAM][Access Control Policy]
page > [Access ControH [Service Contol].

E Sangfor 1AM 2.1

>=IP Group
User:admin Logout

4 Object 1 ALL AllP addresses

Appli i Id Dul
B toe Taos L

Intelligent Ident Bule

Service

Schedule

TRL Group

Thite List Group
Eeyword Group
File Type Group
Ingress Bule
S5L Certificate

" Firewall

Click the <Add> button and the following [Edit IP Groyggge pops up, as shown below:

E Sangfor 1AM 2.1

==Edit IP Group

User: admin Logout

Mame: | |

[ System

4 Object Description: | |

Application Ident Pule

Intelligent Ident Pule One P address or IP range per row.
IP range format: start IP-end IP, e.g. 192168.01-192168.0.3

Service

Schedule

URL Group

White List Group
Heyword Croup IP Address:
File Type Group
Ingress Pule

S58L Certificate

Firewall

@ add O suto Resolve Clesr
WAN Optimization

O Start P | | End P | | o

Banduwidth Management

Delayed Email Audit

- T T T =

[Name]: Names the newdgreated IP group.
[Description]: Type in a brief description for this IP group.

[IP Address]: Defines the IP addresses coethiby thelP group. Select [Addand type in the
[Start IP]and [End IPJand then clickhe <Add> to add the IP address into the list; or select [Auto

Resole] type in the domain name and click <Resolvehdue thaesolved IRPaddresselsted
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Finally, you have talick the <OK> button to savall the settings.

& = SANGFOR
'E' Sangfor 1AM 2.1

==Edit IP Group

User:admin Logout

Mame: | |

[ System

4 Object Description: | |

Application Ident Bule

Intelligent Ident IFule One P address or IP range per rowe.
IP range format: start IP-end IP, e.g. 192.168.01-192.165.0.3

Service

Schedule

URL Group

White List Group
Keyword Group IP Address:
File Type Group
Ingress Pule

S5L Certificate

Firewall

O add & Auto Resalve Clear
WAN Optimization

TAM Resolve times: Domain name: | Resolve
Bandwidth Management

Delayed Email Audit

- T v T =

L

?
The localPC can[Auto Resolvelthe domain namewith the condition thathe Interneis

accessibléo it.

4.5.Schedule

[Scheduleefines the commonly used time periods, mainly used as valid time or gxparyThe
defined schedule can be referenced by [Firewa]firewall Rules], and [IAM} [Access Control

Policy] > [Access Control], and [Bandwidth Management|Bandwidth Settingstonfiguration

pages.

E " Sangfor 1AM 2.1

=>Schedule

User:admin Logout

4 Ohject 1 Al ey Al day -
fgpildensen IEans Nl 2 on duty 9 AMta 12 AM,2 PM to 6 PM Edit O
Intelligent Ident Bule )

3 OFf duty Off duty Edit O
Service

4 Internet Access Total Time[Mull] Eclit |:|
IPF Group
Schedule Select Al

Click the <Add> button to enter the [Schedutglnfiguration page, as showelow.
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‘E Sangfor 1AM 2.1

»>Edit Schedule

User:admin Logout

Name: ‘ |

[ System

4 Ohject Descriptio ‘ |
Application Ident Bule n
[poelifgme fdens Belel]] Al 00 01 02 03 04 05 08 07 05 09 [0 11 12 13 14 15 16 17 13 19 2 2 2 2
Service _
IP Group _
3 Wednesday. | N |
T G [Thursdiay | N | L
Pite Dice Grew | Friday B LT
p | Saturdey ||
Heyword Croup | Sunday
File Type Group
Ingress Rule Fram 'Wednesday |T0 |Saturday |Fr0m |2:30 |T0 |9:DD |
S8L Certificate | Enable | ‘ Disable |

[ FRR R

[Name]: Names the newdgreated schedule.
[Description]: Type in a briedescriptionfor this schedule

Click (or click and drag) the needed time periods in the table andtbickEnable> button to

enable the selealdime periods; and then clitke <OK> button to save the settings on this page.

4.6.URL Group

[URL Group] is createdaccording tothe URL library, and can beaeferenced by [URL Filter]
configuration in [IAM > [Access Control Polidy> [Web Filte] > [HTTP URL Filter] and
[HTTPS URL Filter], and by [Bandwidth Channelnfiguration in [Bandwidth Managemént

[Bandwidth Settingspage, to achieve URL access filtering and bandwidth control.
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[URL Library Released At]: Indicates the latest time that the currersion ofURL library was

released at.

[Update URL Library]:If the URL library cannot automatically update for it is disconnected to the
Internet, you can manually update the URL library. Just ¢fiek<dBrowse> button and upload the

URL library file from the local PC, and then clitthe <Upload> button.
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